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Vulnerable to a number of security 
risks, but protected by only 22% of 
organisations1, printers and scanners 
are among the most overlooked IT 
security threats. Protecting them against 
security threats often ranks pretty low 
in the long list of business priorities. 
Even though printing and scanning are 
critical business activities, securing 
both from cyber breaches is not 
always considered a priority. However, 
as printers and scanners process 
confidential data, failing to secure them 
can result in losses greater than money. 

But many organisations are unaware 
of the risks, what’s at stake and how 
they can implement an overall security 
strategy that includes printers and 
scanners as an area of high risk.

This whitepaper will bring you up to 
speed on all of these topics, giving  
you a solid understanding of workplace 
printing and scanning challenges, 
what you need from your print and 
scan technology and how Epson’s 
secure printing solutions can solve your 
challenges by minimising the risks.

To give you an understanding of the 
overall data protection and security 
landscape, we’ll also cover the much 
talked about GDPR regulations. As the 
biggest overhaul in data regulations for 
20 years, few are unaffected by it and 
few can ignore it. 

Introduction

Adrian McLellan

Director of Business
Imaging EMEAR

Vulnerable to a number of security 
risks, but protected by only 22% 
of organisations, printers and 
scanners are among the most 
overlooked IT security threats.



What are the core corporate security risks and concerns facing 
your business? We’d bet that cyberattacks and data breaches 
are among them. 

For example, in the UK, cyber issues are ranked among the top 
four threats to national security which highlights the growing 
prevalence of digital attacks.

Cyberattacks are always notorious, as we’ve witnessed a 
number of high-profile breaches with damaging consequences.

The key security issues
faced by companies 

The consequences of successful cyberattacks

When computer systems are hacked, the day-to-
day operations of a company are interrupted and 
productivity takes a huge hit as business can’t 
resume until the attack is resolved. The financial 
injuries are enflamed by additional legal penalties 
and fines for failing to protect customer data. 
What’s even more damaging is the impact on a 
company’s reputation and customer confidence. 
If you fail to protect their data, why should 
customers put their trust in you?

With so much at stake, protecting company data 
has to be taken seriously. The task is to build a 
company-wide system and strategy that is strong, 
robust and dependable. All devices need to be 
protected. Not just laptops, phones and desktops, 
but every technological device. As pieces of 
equipment that can be breached, printers, 
scanners and multifunction printers (MFPs) have 
to be included in the overall security strategy 
if companies want to continue protecting their 
customers’ private data.



We live in a society that is hugely information 
oriented. The amount of personal data we  
share online and the way companies hold  
and process this data has changed over  
the past two decades.

To accommodate the changes in how data is 
used in modern society, the EU Parliament, after 
four years of deliberation, finally approved the 
implementation of new GDPR laws in 2016.  
On May 25th 2018, Europe’s data protection 
rules underwent their biggest overhaul in over 
20 years.

So what is GDPR? It stands for ‘General 
Data Protection Regulation’ and it’s being 
implemented because the current data 
protection rules, created in 1995, are no 
longer fit for purpose. The new system will 
modernise and simplify data regulations for all 
organisations, while giving power and privacy 
back to the people whose data is collected. 
It will provide a solid framework that will 
standardise data privacy laws across Europe. 

The purpose of GDPR is to strengthen data 
protection policies by giving EU citizens more 
control over their personal data and what the 
data is used for. The laws will force companies 
to become more regimented in their approach 
to data security.

Introducing GDPR:
what is it and how is it relevant?

On May 25th 2018, 
Europe’s data protection 
rules underwent their 
biggest overhaul in over 
20 years.



So what happens if you don’t become compliant?  
Those who don’t comply with the regulations will face  
a harsh financial penalty of up to €20,000,000 or  
4 percent of a company’s global turnover2. Individuals will 
be able to sue businesses for compensation if they think 
their data has been misused without their permission.

Article 30 of the regulation states that all organisations  
with more than 250 employees are bound by GDPR, giving 
the impression that small businesses will be exempt3.  
In actuality, all organisations that collect or store personal 
data such as health, race, religious beliefs or sexual 
orientation will have to observe the new laws. If you’re 
unsure whether GDPR will apply to you, ask yourself if data 
processing is a regular part of business procedure? If it is, 
you will have to abide by GDPR. The reality is that every 
business that handles the personal data of people living in 
the EU must change to accommodate the new regulations.

As Epson printers, MFPs and scanners process data, they 
need to be considered as part of an organisation’s overall 
information security strategy. We’re going to explain how  
you can boost security within your organisation using 
Epson’s security solutions. 

What does GDPR mean
for your business?

Is data processing  
a regular part of your  
business procedures?



We understand why printers and scanners 
are often forgotten in discussions about 
security. When you think hacking, you 
probably think about an unauthorised 
intrusion into a computer, not a printer. 

But hacking, by definition, can also be 
the infiltration of an entire network, which 
includes printers and scanners. Interestingly, 
much of the security risks computers have 
are shared by printers too. 

Organisations have got to start committing 
resources to protecting them against  
these risks.

But what are the specific risks that printers face? 
Let’s take a look at the MFP as an example. 

MFP printing risks
The MFP is a sophisticated device. It runs its 
own software, has a document processing 
hub and the capability to handle print, copy, 
fax, scan and email. Impressive, right? But 
there’s a downside. Its advanced features and 
capacity to monitor and collect data can be 
exploited by hackers. 

A print security report4 dubbed the MFP printer  
a ‘weak link’ in IT infrastructure, with 61% of 
large enterprises surveyed admitting suffering  
at least one security breach because of insecure 
printing. Do you think businesses can afford to 
be complacent about printer security anymore? 

Without security measures in place, it’s all too 
easy for unauthorised users to get their hands 
on confidential or sensitive information. Let’s 
take a detailed look at the potential vulnerabilities 
printers and scanners have. 

The risks with printers, scanners and 
MFPs can be broken down into two  
key vulnerabilities: 

As an entry point to your 
company’s network

As a storage place for  
personal information 

Introducing printing and
scanning security risks 

61% of large enterprises 
surveyed admitted 
suffering at least one 
security breach because 
of insecure printing. 



The surge in security breaches making national headlines has made many businesses more 
aware of the specific challenges they face regarding their overall security strategy.

In fact, 72% of organisations surveyed in Quocirca’s report have included printers among their 
security worries, citing insecure print infrastructure as a major concern4. We’re going to break 
down the challenges organisations face in protecting their data. 

Unclaimed output 

People don’t always collect prints straight away. Busy workers, inundated 
with all their day-to-day tasks, can forget to claim their output. This puts 
confidential information at risk of being accessed and mishandled by an 
unauthorised recipient. There’s also the challenge of preventing documents 
from being claimed accidentally and falling into the wrong hands.

Printer hard disk theft/hard disk data retrieval 

Sometimes when you print, scan, copy or fax a document, it will be stored  
in the printer’s hard disk drive. Not all MFPs have hard disks, but for the ones 
that do, there’s a risk of hacking and theft of the data on the hard drive. 

Unauthorised access to network 

Open IT network ports render printers vulnerable to remote hacking. If the 
printer’s settings and network aren’t securely protected, the printer can be 
hacked and the network accessed. This opens the device up to a range 
of potential threats from unauthorised users: print jobs can be rerouted, 
documents can be intercepted and printer settings can be manipulated.  
All it takes is an insecure internet connection for print jobs to be accessed 
while they’re in the print queue. Worst-case scenario, hackers can even 
place malware on the printer. 

Breakdown of printing
and scanning challenges 



Those are the challenges, but what do organisations need in terms 
of securing their printers and scanners?

Output protection 

Print is still a major element of modern businesses. Printed documents are 
used to share sales proposals, invoices, employee profiles and countless 
other data points. Organisations need this information to be protected from 
falling into the wrong hands, or being tossed into the bin. We’re all forgetful, 
especially when we’ve got lots to do. We shouldn’t have to worry about the 
protection of our prints should we forget to pick them up straight away.

A safety net for hard disk theft / retrieval 

Sadly, since hard disks store important information, they’re a valuable 
target for theft. Organisations need a safety net to reassure them that this 
information is protected from criminals, just in case there is a burglary.  
They also need security software to prevent hard disk hacking. 

Prevention of unauthorised network access 

Organisations need to have peace of mind that unauthorised users can’t get 
into their print networks, and that only those they give permission to, face-to-
face or in the cyber space, can access the network and the print jobs.

Breakdown of printing
and scanning needs 



Epson’s printers, MFPs and scanners offer solutions to all the customer 
challenges and needs we’ve covered. 

From data encryption to user authorisation, Epson has created software 
solutions that nip security issues in the bud.

Enhanced document security 

Epson’s range of products come with access to a number of solutions  
that are designed to reduce the risks associated with unclaimed output. 
Epson Print Admin grants you authority to authenticate and identify users. 

You can control what each user can and can’t do at a printing device, 
reducing the risk of data being mishandled. Confidential documents can be 
kept out of the wrong hands because prints are only released to the owner. 

You can also eliminate the risk of misrouted documents through our scan-
to-me feature, which lets authorised users scan documents and send them 
to their authenticated address to avoid scanned documents with confidential 
information being misrouted.

Final destination control also reduces errors by predefining workflows,  
fax numbers and email addresses to ensure that documents are sent  
to the correct destinations.

How Epson fulfils the needs 
for secure print and document 
management solutions



Hard disk security 

When you dispose of your printer or transfer it, you can erase all your 
confidential information by returning all settings back to its factory  
default (initialisation). 

Secure / encrypted communication 

Using the inbuilt IP Filtering function, users can filter IP addresses, types  
of services, reception and transmission port numbers. This provides a way 
for the network administrator to monitor and define who has access.

You can also encrypt all network communication using the IPSec function. 
You can even accept or block data from a particular client or specific  
types of data.

Many of our printers protect confidential information via a PIN code function 
that grants access only to those with the number. To add an additional layer 
of security, these printers come with complete compatibility with the latest 
security and encryption protocols. 

Secure print safeguards the use of shared devices and keeps confidential 
documents out of the wrong hands. Documents can be released securely 
by the owner, so it will only be seen by the intended recipient.



Additional security features 
of Epson devices
With an Epson printer that’s fully equipped 
with robust security features in your 
company, you’ll never have to worry  
about printer security again. 

To make sure you cover every vulnerability, 
check out some of our additional  
security features. 

PDF protection 

Restrict file access via password protection functionality.  
Unauthorised file opening will be a thing of the past.

On device

You can lock screens remotely to prevent unauthorised access or alterations.

Secure scanning

You can scan data into password-protected PDF files.  
This prevents third parties from viewing documents  
without authorisation.

Secure document processing and efficient data management

This simplifies data management for you. Manage a variety of tasks  
centrally, from scanning job profiles to granting and removing user  
access rights. No hassle, no stress. 

Property protection

Protect your documents with the ability to restrict the actions and  
capabilities of document recipients. You can put limitations on their  
editing and printing privileges.



As we’ve seen, printers and scanners are key technologies within organisations.  
Data is extremely valuable and is now protected by strict laws under the EU 
government. This obliges us to protect our MFPs and scanners with the same care 
and attentiveness we give our laptops and desktops. With all the risks out there,  
data security is now more important than ever. 

Our printing and scanning security solutions simplify data security for you.  
We can ensure the security of your network is protected and that as a storage place 
for personal information, your printer is secure and protected. 

With Epson printers, MFPs, scanners and security solutions, you will have peace of 
mind that all the security challenges we’ve discussed are remedied and taken care of.

Conclusion

1 www.modeprintsolutions.co.uk/secure-printing
2 GDPR IDC Whitepaper PDF, page 2
3 www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm
4 Quocirca, Print security: An imperative in the IoT era, 2017, page 3
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For further information please contact your local Epson office or visit www.epson-europe.com

Algeria (+2213) 770 938 617 Austria 01 253 49 78 333 Belgium +32 (0)2 792 04 47 Czech 800/142 052 Denmark 44 50 85 85 East Africa (+254) 734 354 075 
Finland 0201 552 091 France 09 74 75 04 04 (Cost of local call, operator charges may apply) Germany +49 (0) 2159/92 79 500 Greece 210-8099499 
Hungary 06800 147 83 Ireland 01 436 7742 Israel (+972)-3-5751833 Italy 02-660321 10 (0,12 €/min) Luxembourg +352 27860692 Middle East +9714 8872172 
Morocco (+212) 661 31 11 18 Netherlands +31 (0)20 708 5099 Norway +47 67 11 37 00 Poland 0-0-800 4911299 (0,16 zł/min) Portugal 707 222 111 
Russia (095) 777-03-55 Slovakia 0850 111 429 Southern Africa (+2711) 465-9621 Spain 93 582 15 00 Sweden 0771-400135 (Mobilsamtal – 0,99 kr/min,  
Lokala samtal – 0,30 kr/min, Utlandssamtal – 0,89 kr/min) Switzerland 022 592 7923 Tunisia (+216) 9833 3571 Turkey (0212) 3360303 
United Kingdom 0871 222 6702 West Africa (+234)8020727843

Trademarks and registered trademarks are the property of Seiko Epson Corporation or their respective owners.
Product information is subject to change without prior notice.


